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Best Practicesfor Handling an Ethics Hotline Report

Developing Policies and Procedures for Conducting an Effective Ethics
| nvestigation

Abstract

An essential element in the long-term successegfyatf any business organization is the
development and implementation of a comprehenghieseand compliance program to reduce the
possibility of potentially harmful unethical pratis in the workplace.

According to the Ethics Resource Center (ERC),rgonafit organization that works to advance
the practice of ethical behavior in both individiahd organizations, the goal of an ethics and
compliance program should be “to help governindnarities, managers, employees, and agents
work together to pursue the purpose of an orgaoizand achieve its more specific goals and
objectives in a manner consistent with its stansléwd ethical business conduct.”

Unfortunately, no matter how strong an organizasi@thics program is and how vigilant its
approach to reducing unethical practices, it isq\lyiginlikely that ethical lapses can be eliminated
completely. According to the ERC-conducted 2009d¥et Business Ethics Survey (NBES), 49
percent of employees indicated they had witnessethical behavior in the workplace.

49 percent of employees state they have witnessed an
unethical act in the workplace

Source: 2009 National Business Ethics Survey-Ethics Resource Center

One critical step employers should take to comb@tal violations in the workplace is to provide
employees with access to a mechanism for repoutivaghical behavior in confidence and without
fear of retribution, typically in the form of a tdiparty ethics hotline. Additionally, once a
potential violation is reported, the organizatiomsnhave a system in place to investigate the
allegations swiftly, thoroughly and fairly.




When establishing a system for investigating etbaraplaints, it is important that all processes
and procedures adhere to best practices. Accotdi@d-inance, a website that provides financial
resources as well as corporate ethics and govezrgandance, a best practice can simply be
defined as “the most effective and efficient meaihachieving any task.”

The purpose of this paper is to help organizatidastify best practices regarding ethics
investigations and how they can be developed apteimented for their own use. Organizations
can learn how establishing an ethical foundati@t tlan lead to the creation of a stronger ethical
culture. The paper will also outline the stepsnreéfective investigation and how to avoid
potential pitfalls. A “real world” example of bgstactices in corporate ethics investigation
policies and procedures will also be outlined.

TheFirst Step: Establishing an Ethical Foundation
The Need for Sronger Ethical Sandards

The need for stronger corporate ethical standaadsed momentum in the wake of scandals such
as Enron and Tyco where top executives bilked ttwimpanies out of millions, and in some cases,
billions of dollars. As a result of the scandalen@ress passed the Sarbanes-Oxley Act of 2002
(SOX), a major piece of anti-fraud legislation goveg corporate ethical practices and
compliance in publicly traded companies. As altebest practices in developing and enforcing
ethics policies and procedures not only becamessacg for the financial survival of corporations,
they also served to mitigate their financial expesu

In addition to new legislation, various scandalsught to light the notion that an organization
cannot realistically expect employees to behawaniethical manner unless it develops a strong
ethical foundation that permeates the corporatei@llf employees have the understanding that
there is a policy of zero tolerance regarding ethiiceaches and that offenders will face severe
conseqguences, they may be less inclined to commethical acts. When employees do come
across a questionable ethical situation, they melstve that the organization has strong policies
in place to prevent retaliation against whistlelsosv

Ethics Sart at the Top

A strong ethical cultural starts at the top ancktgs down through the rest of the organizatios. A
the 2009 NBES points out, organizations exhibistrgng ethical leadership from management
reported a 40 percent rate of ethical misconducpassed to 77 percent in weaker ethical
cultures.

A culture that promotes ethics in the workplace lcave a positive effect on employee morale.
According to Andrew Sigler, former CEO of Champiaternational Corp., “A good (ethics)




program gives people the courage to do what theyt twado.” In essence, a strong ethical culture
allows employees to feel good about the decisibeg make.

When attempting to create a strong ethical cultio@ management should begin by assessing its
current culture and policies as well as the nabdiies business to see where ethics issues have
occurred in the past and could occur in the futbioe.example, an accounting firm may need to
tailor its ethics policies more toward preventingahcial fraud, where a company that receives
work primarily through government contracts maydeepay close attention to potential conflicts
of interest.

Creating a Code of Ethics
Developing the Code

Once the organization determines its ethical naedsdirection, the next step is to create a written
policy for its employees to abide by. In many oiigations, this will take the form of a code of
ethics, also known as a code of conduct. In egsencode of ethics is a set of standards and
guidelines developed in accordance with the comaratues. According to thieic. magazine
website, an effective code of ethics should wortaimdem with the company’s mission statement
to establish a solid ethical foundation and basedtandards within the organization.

A code of ethics may also apply to an entire indus&hortly after the passage of SOX, the New
York Stock Exchange submitted a proposal to thei®ezs and Exchange Commission mandating
that all NYSE-registered companies be requiredeteetbp a code of ethics covering areas such as
potential conflicts of interest, proper use of camy property, compliance with applicable laws,
rules and regulations, and procedures for repottimgghical behavior, such as establishing an
independent third-party ethics hotline and whidteler policy.

When developing a code, it can be helpful to btams for possible scenarios of ethical dilemmas
employees could face in the course of conductinygtdalay business activities. Possibilities can
include areas such as harassment, discriminatiaud fand conflicts of interest. It can also be
helpful to seek anonymous input from employeesaia g broader perspective.

Implementing the Code

Once the code has been created, management skqulcerthat all employees receive training on
all of its components as well as being made awbamp possible penalties for violating them. For
legal purposes, it is also important to obtainganed release from each employee acknowledging
their understanding as well as their agreemenomopty with all tenets of the code.




The Corporate Ethics Officer

In many organizations, the implementation of SO30déd to the appointment of a dedicated
individual to develop ethics policies and proceduard monitor ethical behavior. This individual
acts as the point-person for the company’s etlpedbrmance and is responsible for code training
and enforcement, including thorough and impartigestigation of ethics hotline complaints. This
individual is typically given the title of ethicdfwer or compliance officer.

The ethics officer works independently of a compsugp executives, but should be more than
just “window dressing” to give the impression thatompany is serious about preventing
unethical behavior. According to Odell Guyton, dige of compliance for Microsoft, an effective
ethics officer asks the tough questions and mistashard look at corporate policies and
procedures, even policies that have become ingtameorporate culture over a period of years.
To aid in SOX compliance, the ethics officer mayréguired to report to an independent audit
committee comprised of corporate directors whonatanvolved in day-to-day management
activities.

An Essential Code Component: The Third-Party Ethics Hotline

Another important factor in establishing a strotfyeal culture is to provide a means for
employees to report ethics violations when theyuodn accordance with best practices, this is
accomplished by giving employees access to anstiutline, a third-party organization that is
specially equipped to deal with ethical issues@mworkplace. Employees who have been the
victim of or have witnessed unethical behavior cantact the hotline 24 hours a day, seven days a
week. The employees are able to maintain theiryandy if they wish, and the hotline handles the
information in a confidential manner.

After the employee reports the issue, the hotles@annel immediately begin to process the
complaint, which typically takes 24 hours or |eBse hotline employees, who are specially trained
in complaint-handling and information-gatheringteigjues, categorize the report depending upon
the type of issue, such as fraud, human resourassnepliance. They prepare a report that is
immediately forwarded to the appropriate compamyagentative, typically the ethics officer, who
is responsible for putting the wheels of the conyfmmvestigative process in motion.

Beginning the Investigation: Preliminary Fact-Finding

When ethics officers receive the report from theost hotline, they may choose to conduct a
preliminary investigation, the purpose of whichdsletermine whether the complaint has merit
and warrants a more in-depth investigation. Besttores stipulate that the investigation begin as
soon as possible.




During the preliminary phase, the ethics officedesignated representative typically gathers
information and evidence from the complainant Gonadance with company policy), such as
threatening or intimidating emails or financial datents in cases that involve possible fraud, but
does not contact the respondent (the accusedher witnesses.

If the officer needs additional information fronethomplainant who wishes to remain
anonymous, this can be done by using the thirdyghics hotline as an intermediary. If the
violation concerns a legal matter, it may be nemgst® seek legal advice at this time, either from
in-house counsel or outside legal representation.

It is important that the initial investigation natmp to conclusions or point fingers. At this peint
the purpose is only to determine the possibiligt #in ethical violation did occur. It is also
important that if it is apparent that an incidekély did occur, it should be determined if the
alleged activity is enough to violate the codetbias or other ethical policies and procedures.

If the ethics officer determines that there is @bugh evidence to indicate a violation has
occurred, the complainant should be notified irtimg, again using the third-party hotline as an
intermediary if necessary.

Conducting a Full Investigation

If the preliminary fact-finding results indicateatha full investigation is warranted, it should
commence as quickly as possible. To ensure adreteriiest practices for effective investigation
techniques, the process should include a numblezyo$teps. These include deciding who will
conduct the investigation, giving proper notificatito individuals involved in the investigation,
preparing the actual investigation and intervievesiducting the interviews and following up. A
checklist to aid in the investigative process caridund in the Appendix section of this report.

Choosing the Investigator

The ethics officer will need to determine who witinduct the investigation. Depending on the
structure of the organization, the ethics officaxymperform the investigation or assign it to an
investigator with specific expertise, such as aotiog or human resources knowledge.

According to i-Sight, a case management softwanel@e in addition to relevant technical
knowledge, effective investigators should possassnaber of key characteristics, including:

» Active listening skills

» Critical thinking skills

» The ability to process information quickly and resg to new information that comes to
light




» A thorough knowledge of the organization’s policaésl procedures, particularly those
regarding ethics

Proper Notification

The ethics officer should notify the respondeniviiting as to the findings of the preliminary
investigation, including any charges that are bé#wged. Respondents should be given a
reasonable amount of time, typically 30 days, fyéo the charges and furnish their own
evidence, as well as a list of any witnesses thgpart their case. In the event the complainant
supplied contact information to the third-partyieshhotline, the ethics officer should also notify
the complainant of the findings.

If respondents need additional time to responthécallegations, they should notify the ethics
officer before the specified date. Respondentsilshaot be told the identity of the complainant
unless it is necessary for their defense, such #weicase of sexual harassment.

Depending on the circumstances, it may be advidablie ethics officer to take action in the
interim while the investigation is underway. Agénuse the example of sexual harassment, it
could be beneficial to consider moving the respohtie another department temporarily,
approving an administrative leave of absence onging work schedules so the complainant and
respondent avoid contact with each other.

Preparation

The investigation may involve interviewing witnesgeom the list of names supplied by the
complainant and respondent as well as any otherithls that are deemed relevant to the
investigation. To ensure that the questioning fieative and also does not violate the rights of the
interview subjects, thorough preparation is esaénti

The personnel records for all parties involvedhia investigation should be reviewed to identify
any potential biases or personal relationships) botrent and past that could have potentially
influenced the behaviors of the parties.

The preparation period should also be used toa#s dor the investigation. In addition to
reaching a fair and just outcome for all partieslaed, goals can include items such as making
sure the investigation complies with any legal gdions and that it is carried out in a way that
avoids potential liability. Other goals can includ&ing steps to preserve of the reputation of all
parties involved, and identifying actions that nézthe taken to ensure that any similar unethical
activities do not occur in the future.




Stepsin the Investigative Process

It can also be a good idea to mwievidenc-handling procedures with all parties involvec
conducting the investigation at this timAny time evidence is handlax reviewe,, it should be
documented who handled it and wh

Conducting the Interviews

In general, it is advisable to interview the connpdat first, followed by the respondent and t
any witnesses. When cducting interviews, it is important that they tgdace in a discree
location. If an employee is seen entering or legtire office of the ethics officer or hum
resource representative, it could lead to speaun by other employed$at the employe may be
involved in some type of ethical or other humarotaces-related investigation.

The tone of thénterview should be professiol instead of interrogative. gstions sould be
open-ended where applicaldteallow subjects the opportunity elaborate on thr answers. At no
time should the interviewdrecome confrontational or try to mi the subject uncomfortable. T
goal is to gather as much relevant information@ssible, not to badg: During the interview, th
subject’'s demeanor, bodgnguage and mannerisishould be observeld detect possible signs

lying.




According to McLane, Graf, Raulerson & MiddletonNaw Hampshire law firm that dedicates a
portion of its practice to employment law, there amumber of possible questions to ask of the
complainant, respondent and other witnesses:

Questions to Complainant

* The five “W’s” of journalism, “Who, What, When Wheand Why” should be used to help
set the scene and sequence of events

* How did the events affect you personally?

* How would you like to see the situation resolved?

» Did the conduct occur at other times that you arara of?

* Do you have any other relevant information?

* Would you like to make a final statement?

Questions to Respondent

* What is your response to the allegations?

* What is your version of the events?

* You have stated that the allegations are untrudele a reason you can think of as to why
the complainant would make them?

Questions for the Witnesses

* Can you describe what you saw/heard?
* Are there others who may have witnessed the event?
» Are you aware of any other relevant information?

Following Up

After all parties have been interviewed, it mayneeessary to attempt to obtain corroborating
evidence to determine the credibility of the witesand their statements, especially in situations
such as alleged sexual harassment which oftentsaawd case of “he said, she said.” In these
cases, other witnesses can help pin down quesa®tsthe time and place that an incident was
alleged to have occurred.

There may also be situations where withesses peaodflicting answers or some responses may
need additional clarification. It is a good idearttorm all parties that they may need to be
interviewed again at a future date.

Making the Decision

After all the information has been compiled anditheestigation has concluded, it is time to make
a final determination. According to Law.com, theuks should be provided on a “need to know
basis,” which typically involves the complainargspondent and any pertinent members of
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managementf it is determined that remedial action is rssary, any decisions regardi
punishmenshould be made in conjunction with managen

In situations where the employer has an obligatioprotect its workforce, such as incident of
sexual harassment, the glioyer should notify employees that an incident desurred ant
remedial measures are being taken without provithiegspecifics of the incide

Remedies

When deciding on the type oémedial actio, a number of faors should be taken in
consideration. These include the seriousness afftease and the frequency of occurrence,
overall employee record of the respondent, howlamaiccurrences have been handled in the
and the suitability of the intendpunishment in relation to company policy.

Depending on the nature of the violations and ¢imetis of the coc of ethics a number of actior
can take place. The respondent can be issuedtanwéprimand that does not actually punish
respondent bytromises action if the offense occ in the future. Censurinig another possibl
remedy.

Requiring action on the part of trespondent may also be an optidhe respondent may be s
a letter outlining actions that need to be takeohsas providingestitution or making a formi
apology to the complainant. Conditions may be inepa$the respondenioes not compl.

Possible Action asa Result of an Investigation

No Action Transfer Suspension

Termination

11



Transferring the respondent is also an optionpalgh this could be viewed by the respondent as
adding insult to injury. A situation where a triaramight be necessary is when sexual harassment
is involved.

In some cases, the violation may be severe enaugfatrant suspension or even termination.
Also, if criminal conduct is alleged, the responideray be referred to the proper authorities.

If the findings of the investigation indicate akaaf evidence or that no action should be taken
against the respondent, it can still be possibledpen the case if new information surfaces.

It is also advisable to meet with complainants segppondents individually to ensure they
understand the ruling and its ramifications. If gdamants do not wish to meet in person, it should
be made clear to them that they have the oppoyttmiésk any questions they may have by using
another format such as email or telephone. The ®maphlso has the obligation to take measures
to protect the complainant from retaliation in aclamnce with SOX.

Final Report

The investigator should prepare a final repori &tsbe issued on a need-to-know basis. Items in
the report should consist of the following:

* Summary of the complaint

* Issues that were investigated

* List of withesses

* Summary of information from any interviews

» Findings for each individual allegation

* Remedial actions taken during the investigation
» Conclusions and recommendations

Additional Training

If it is determined that the actions of the respantdvere unethical but do not warrant termination,
it is important to take steps to prevent the siturafrom occurring again. Additional ethics traigin
can ensure those who are guilty of ethics violatiare fully aware of the inappropriateness of
their actions, as well as the reasons they weigphugriate.

Learning from the Incident

An ethics investigation also provides an opporgufot a company to learn of any “holes” in its
ethics policies that may have laid the groundwarkrovided the opportunity for a situation to
occur. At the conclusion of an incident, it canbemeficial take the time to reexamine policies and
procedures and take corrective measures. By prayalditional training to all employees,
organizations can help prevent the situation fr@tuaing again.
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Also, by making public the results of the investigatwithout revealing the parties involv, the
organization can show othdtee effectiveness of the investigative processewtiscouragin
unethical actions in the futurtt can also demonstrate tithe organization wilhot tolerate
unethical behavior.

Ethics | nvestigation Wor kflow

Investigation

e Gathering e Choosing e Remedies
Evidence Investigator e Final Report
e Determining e Providing e Additional
Need to Notification Training
Investigate ¢ Preparation e Learning from
Further e Interviewing the Incident
e Following Up

Common Pitfallsto Avoid

There are aumber of potential mistak that could sidetrack or even derail an ethics ihgatgon
or lead to inaccurate results:

Lack of Timeliness

Perhaps the worstitig a company can do not taking action swiftly once receives a complail
from the ethicdotline. A delay in response can cause the sitnatidester, turning a relative
minor incidentinto something much more volatile. It also allcmore time for a potentiall
unethical behavior to continud perceived lack of attention to the me on the employer’s pa
can give the impression that it is indifferent vere condones the activity, providing adc
ammunition fora possible lawsu
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Lack of Knowledge

Employees may not be comfortable reporting thecetbomplaint in the first place due to not
being fully aware of the ethics complaint-handlprgcedure. It is important that companies take
the time to properly train and education employ@eshe reporting and investigative process. If
employees realize that they can make their indbamhplaint in complete confidence to a third-party
hotline and not directly to the company, they maymwore willing to take action and more ethical
violations will be uncovered.

Poor Interviewing Techniques

According to “Five Common Mistakes in Internal listigations,” poor interviewing techniques
can also hinder an investigation and is often cdbsea lack of preparation. It is important for the
interviewer to review all pertinent facts and evide and prepare a list of questions based on the
information.

Lack of Expertise

There is no “one size fits all” when it comes tbies$ investigations. Mistakes or oversights can
occur due to an investigator not being familiatwilte subject matter. For example, a human
resources representative with little financial lrokind may not be fully capable of investigating
a possible accounting fraud.

Inconsistent Protocol

Even though ethics investigations can involve aewidriety of violations, the investigation
protocol should be the same for all. Not doing @0 esult in inconsistencies in the investigative
process and cause incorrect or unfair conclusiodsemedies.

Management Interference

While management should be consulted during thestgative process, it should not be allowed
to seize control of the investigation. Manager byasether intentional of unintentional, could
possibly sway the outcome of the investigation.

Evaluating the Process

Every organization should evaluate its ethics itigaion process from time to time to determine
its effectiveness and to make changes if neces®agy way to accomplish this is to develop an
ethics questionnaire that employees complete anatasis. The questionnaire should include
guestions that ask employees to evaluate the pié@eiss of the ethics reporting and complaint-
handling process.

14



It can also be helpful to have a current prograviereed by an outside ethics consulting firm that
is familiar with the company’s type of businessislitan provide a more objective viewpoint
while allowing for comparison of the process witlttof similar companies in the industry.

Best Practices on Display: Xerox

To gain a better understanding of the importanaeqa on ethics reporting and investigation, it
can be helpful to briefly examine the policiesXérox, a company included in the “World’s Most
Ethical Companies of 2010” list published by Etlhiege Institute, an organization devoted to the
advancement of ethics and compliance.

Xerox makes use of the Federal Sentencing GuideforeOrganizations which in essence, make
companies responsible for the actions of their eyg®#s, as the basis of its corporate ethics and
compliance program. Of the seven major factorhiefguidelines that are directed toward
corporations and their ethics policies, three pedaectly to the reporting of ethics violationsca
the conducting of effective ethics investigations.

Seven Necessary Factorsfor an Effective Ethicsand Compliance Program

Establsh
Standards
and
Preventing Procedured Assign
Similar Oversight to
Future High-Level
Offenses Personnel

Delegate
only to
Reputable
Individuals

Uniform
Disciplinary
Action

Publicize
Reporting
System

Source: Xerox.com-Federal Sentencing Guideline€toporation

Specifically, these factors include the publicizofghe availability a third-party ethics hotline t
all employees, establishing a uniform disciplinacgion policy to ensure that all violations are
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handled fairly and consistently and an internatpes that reviews ethics investigation case data
so that the company can take steps to preventfatienses.

As part of Xerox’s “Business Ethics and Complia@féce Major Activities and Focus”
document, the office lists its areas of respongjtlibr conducting ethics investigations, including

* Assign investigations responsibly

» Ensure completeness of investigation

* Provide counsel, direction, suggestions as appatepri

» Coordinate investigator activities where multipladtions or issues are involved

Conclusions

Developing an effective system for investigatioretifics violations in accordance with best
practices is an outgrowth of a corporate cultueg @mphasizes ethical behavior in the workplace.
Organizations that are committed to ethics wibitfdevelop a comprehensive code of ethics that
lays the foundation for creating and implementirtga@ough, fair investigative process which
results in making sound decisions at the conclusfdahe investigation.

An effective ethics investigation begins with prdivig the opportunity for employees to report
alleged ethics violations in a confidential andmaous fashion to a third-party ethics hotline.
When the hotline supplies a summary of the incidernhe corporate ethics officer, it is imperative
that a preliminary investigation commence as saopassible.

The investigation should follow a predeterminedi@col to ensure consistency and fairness in the
results. Investigators should possess the necesspeytise to conduct the investigation in
accordance with the nature of the alleged violatitfrihe results of the investigation dictate that
punitive measures be taken, it is important that‘gunishment fits the crime” when meting it out.
It is also essential that confidentially for allfp@s involved in the investigation be maintained.

In summary, an organization that wishes to achtexeld-class” performance in all areas of
operation should not overlook the importance ofostin the workplace. When ethics violations do
occur a proper investigation will not only help miain organizational integrity, it can also provide
an opportunity to reinforce its commitment to aeing high ethical standards.
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Appendix

Ethics I nvestigation Checklist

Preliminary Fact-Finding

__Did you take immediate action when you receivedreport from the ethics
hotline?

___Did you gather all available initial informatiamd evidence?

__Does the initial information indicate the likedibd an ethics violation occurred?

Conducting Full Investigation
__Did you select the investigator who is best suiite the task?

__Did you properly notify the respondent and conmalat, if applicable, of the
initial findings?

___Did you prepare for the investigative processdtying goals?
__Did you ask open-ended questions of the compiain@spondent and witnesses?

__Did you follow up by conducting additional inteaws if necessary?

Making the Decision

__Did you select the proper remedy based on theriggwf the violation, previous
similar situations and the tenets of your orgamizes code of ethics?

__Did you take steps to protect the complainaninggaetaliation?

__Did you prepare a final written report and previdon a “need to know” basis?

18



__Did you conduct additional training to reduce plossibility of future violations?

__Did you learn anything from the situation that &&lp you strengthen your
organization’s ethics policies and procedures?

Post-I nvestigation Evaluation

___Do you seek input from your employees concergowg company’s ethics
violation reporting and complaint handling procesisg having them complete an
annual ethics questionnaire?

___Have you evaluated your organization’s ethicéation reporting and complaint
handling procedures within the last year?
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